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' EMAIL NOTIFICATION

Write mail @ Back e\ Reply @ ReplyAl o Foward ¥ Movemal ¥  {j Delete ) Spam n You Will receive an email notification
3 = Action needed: Complete questionnaire from Wella - TEST 2 Pop-out & Print from SAP Busmess Ne‘twork ‘to Comple‘te
= - From: Jana Jarosova <s4system-prodeu+wella-T.Doc1770064498 @eusmip.ariba.com= on Thu, 28 Dec 2023 15:14:54  Add to address book .re . R
T vou | See Datle Due Diligence Questionnaire.
Sent
Trash =
orats Wella - TEST
Add e foldes Cs ‘Questionnaire Overview’ describes the
(2} Address Book Dear Center Proc type Of a reqUired questionnaire and
™ Calendar

esfo:n‘oanﬁas nvited you to complete a Risk Questionnaire. This is 2 mandatory step to do businass prOVideS the due date.
Please ensure this is responded by the

® 2022 Rediff com India Limitad
Disclaimer | Privacy Policy | T&C
Feadback

| date indicated in the email. After that, the

1i‘;,ﬂ,::eac have an account with SAP Business Network, please sign in with your username lin k Will eXpire.
n ease proceed with creating er 5 e k
Once you sign in, please complete and submit required Wella Risk Questionnaire(s) You have to Click on the link ‘Su bmit
Questionnaire Overview Questionnaire’ mentioned in the email to
Questionnaire name: Security Assessment (A) . .
Respond by: Sun, 07 Jan, 2024 be directed to SAP Business Network
Questionnaire.

Important: Completing the assessment is a mandatory element of Wella New Supplier Onboarding process. Please
note that in case the required assessment does not get completed and submitted, Wella will not approve individual
company to become a supplier.
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' LOGIN

Login : If you have already registered on SAP Business
Network then you can proceed to ‘Login’ using your SAP

Business Network credentials.
SAP Ariba

Reset credentials : If you are an existing supplier on SAP
Business Network but have forgotten your credentials, then
you can reset it by selecting ‘Forgot Username and password’

Supplier Login

! and follow the instructions provided.
ser Name
Password Register : If you do not have an account with SAP Business
Network, you can proceed with creation a new account by
Login clicking ‘Register Now’.

Forgot Username or Password

Important — there is no cost associated with the Standard SAP
Business Network Account creation.
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LOGIN

Once you login on the SAP Business Network Home Page, you will find a section for ‘Questionnaires’ for the due
diligence. In this section you will find proper Wella assessment required to complete a new supplier onboarding
process. The assessment can be dedicated to either Data Privacy and/or Security.

If you have already responded to one of the questionnaire then it will be in ‘Pending Approval’ status and if there is a
new or an open questionnaire it will be in ‘Not Responded’ status.

Click on the title of the questionnaire to open.

Questionnaires
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' QUESTIONNAIRE

Once you have clicked on the title, you will be directed to the questionnaire. To have a full screen view, please click on the
down arrow marked in the below screenshot to have a wider view of the questionnaire. You can either view all the
content at once, or you can click on the sections number (1, 2, 3...) mentioned on the sidebar and complete it section by
section.

Event Detail All Content m
Response History
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QUESTIONNAIRE

The questionnaire is divided into different sections. Some questions are with yes/no drop-down and some are free text.
Mandatory once are marked with (¥*) sign.

You can also select multiple options. If needed, you will be asked to upload a supporting document.

Name T tive (RPO) of the

¥ 3 Assetand Info

tis the Reco

[RTO) of the application

31 * ¥ 7 Security Operations

N Unspecified ~ |
Do you have an operational asset management programme?

71 *
—— ! ) N ‘ Yes v‘
33 * Unspecified | = there a formal incident management response plan?
. - 5 ~ -
Do you have an operational informatien classification programme that applies to all in-zc nformation assets? P 7.2 -
3.4 S Do you have Nella Company witho ‘ Yes V‘
: . Unspecified V| becoming tential or actual personal data breach?
signed to all information as J =
N ~ ‘ Yes v‘
. Unspecified ~ | events on in-scope systems regularly reviewed to un tential incidents? L
cess to information assets pericdically reconfirmad (recertified) by asset cwners? )
36 e " Yes
* manitoring include malware acti s such as uncleanad infactions v
Do you have & pol or information handling including handling, transferring and communication, in line with it's Unspecified ~ |
* s there a communicati ‘ ves V‘
Company data is pro t custome nts 2
76
. R v
- Have you had a security incident in the last 12 months?
Company data is protected at rest .
N 7.7
‘ zaze supply details.
be your approach to protecting encryption keys and cther sac
¥ 8 Operational Resilience
—
are Info on S e - ts specified a o o w Unspecified ~ |
Are Information Security requirements specified and documented when nev P 8.1 Doyou have an oparational Businass Confinuity programme? v‘
or enhanced?
312 e )
. . Unspecified ~ 8.2 ithin the scope of this programme? v
s there an operational Change Management/Change Control process? !
¥ 4 Access Control 8.3 Does formal disaster e place at least onc ‘ Yes v‘
41 * - + £ i - ) -
Unspecified | 8.4 Isthere a plan dat: ry following a successful data compromising cyberattack e.g., ransomware? Yes v
s there an operational Access Contral pr L
¥ 5 Network and Endpoint Security 8.5 Isin-s lata backed up and stored off site? ‘ No v‘
5.1 N -
) Unspecified V| 9 Approval Workflow
s there an operational mobile device management pregram in place?
9.1 Trigger of Approval Workflow 6
—
and enfo curity requirements and block unauthorized Unspecified ~ |
i (*) indicates a required field
*

ternal networks to

Unspecified ~ |

Submit Entire Response l Save draft ] [ Compose Message I l Excel Import

rk connections from external net:

communications required for all remate ne

Unspecified ~ |
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SUBMIT

Once you are done filling the questionnaire with all the mandatory information you can click on ‘Submit Entire
Response’. You will get a pop-up and select ‘OK’ to proceed.

¥ 8 Operational Resilience
8.1 Do you have an operational Business Continuity programme? Yes R
8.2 Do the in-scope services and/or products fall within the scope of this programme? Yes v

8.3 Does formal disaster recovery testing take place at least once a year? Yes v: J Smei[ this response'}

8.4 Isthere a plan data recovery following a successful data compromising cyberattack e g, ransomware? s '
Click OK to submit.

-
85 Isin-scope data backed up and stored off site? No W

v 9 Approval Workflow

‘ OK ‘ Cancel

9.1 Trigger of Approval Workflow 6

(*) indicates a reguired field

I Save draft ] { Compose Message J[ Excel Import J
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SUBMIT

Docl770064498 - Security Assessment (A)

&/ Your response has been submitted. Thank you for participating in the event.

Questionnaires

Title ID End Time |

¥ Status: Completed (2

Security Assessment (A) Doc1770064498 12/29/2023 3:15 PM
Data Privacy Assessment Docl/770322836 12/28/2023 4:39 PM

=

WELLA
COMPANY

Commodity

(no value)

(no value)

Regions

(no value)

(no value)

You will get a notification at the top of the questionnaire that the response has been submitted and the status of the
questionnaire will change to ‘Pending Approval’ If the team find some discrepancy or need more information, they
questionnaire will be sent back to you and the status will turn to ‘Pending Resubmission’

Time remaining
@ 8 days 23:59:31

Status

Pending Approval

Pending Approval
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